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Travel Trouble

Is Your Vacation the Real Deal?

Summer is approaching in the northern hemisphere, and

for many of us, that means vacations and travel. But with Top Risky Travel Behaviors
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One scam in particular is very common: the phony while traveling.
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that come with traveling. Scammers send phishing

messages impersonating highway toll service providers.

Turns out you owe a toll fee! The message links you to a website where you can pay the supposed toll. But
the website is fake, and now the scammer has your payment information.

Travel documents are also desirable targets for criminals. Scam sites offer “special deals” that will help you
get a travel visa more quickly or streamline the process of getting your documentation in order. You pay and
give them your information, and the scammer walks off with your data.

When it comes to booking a vacation or even going on an overnight trip to the next town, stick with familiar
and trustworthy service providers. Always get your documentation through official government resources.
And remember that some deals really are too good to be true!

Spotting the Scam

Scam offers and listings often share characteristics that make them easy to spot.
The number-one sign of a scam is pressure. Scammers want you to act now and
not ask questions. Always take time to think about an offer or a booking before
you pay ... Particularly if the website is saying “100% FREE only today!”
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https://consumer.ftc.gov/articles/avoid-scams-when-you-travel
https://www.mcafee.com/blogs/internet-security/travel-booking-vacation-scams-how-to-spot/

